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Abstract— In Some Application or Web services Password offer 

their users lots of possibilities and a feeling of freedom. 

Eventually, this cause some new security threats like Sensitive 

data might be stolen and abused, person who is not authorized 

can gets access to such password. In that case, user 

authentication mechanisms is coming into the picture.  So far 

authentication mechanisms like PINs and passwords (OTP) do 

not take into account the limited capabilities of user interfaces 

of mobile devices. Those mechanisms (OTP) are easy to 

implement, computational inexpensive and often use already 

available capabilities of the user interface. They have several 

drawbacks regarding usability. The genuine user needs to 

memorize an arbitrary and complex secret, which he can recall 

precisely. It is important that a secret is not guess- able by 

other persons and therefore might be hard to remember.  So, 

it  is  necessary  to  create  and develop  specially adapted 

mechanisms,  which are designed to be usable under these 

restrictions. In this Paper Sensory-based authentication 

mechanism for handheld mobile devices (Android) is 

developed and evaluated. 3-Dimensional rotation is used for 

generating the OTP by using its coordinates values, which has 

potential keys pace to provide more accuracy and efficiency. 

Keywords:-OTP, 3-Dimensional, Sensor, Mobile Device 
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1. INTRODUCTION

ACCESS control is a mechanism that enables an 

authority to control access to restricted areas and resources 

at a given physical facility or computer- based information 

system. This authentication framework is adaptive to the 

change of encryption complexity of the access control 

systems and could be adopted with minor modification 

of existing infrastructure. Individuals are authenticated in 

these access control systems if and only if the blade of the 

key matches the keyway of the lock or the correct 

numerical sequence for combination lock has been 

entered.    Due    to    the    physical    constraints    of 

mechanical matching systems, they are insufficient to meet 

the demanding requirements of access control 

authentication for critical infrastructures. 

The other categories of authentication are 

electronic authentication including barcode, magnetic 

stripe, biometrics, and so on. Compared with mechanical 

matching authentications and voice recognitions are able 

to provide personal identification, they have high 

infrastructure cost and access privileges cannot be 

transferred among trusted users. In this Paper, we aim to 

overcome the security complexities by implementing 

authentication mechanism. 

2. EXISTING SYSTEM

Existing authentication schemes already have various 

properties,  potential  risks  and  inefficiency such  as 

security  risks  in  unauthorized  access  of control 

system and inefficiency in processing OTP for large 

number of users. Whenever processing multiple request 

form user OTP server gets load. Because of this process 

there is increase in overhead to access the control 

system. 

2.1 DISADVANTAGES 

    Inefficient key space 

    Separate OTP server is needed 

    Access   privileges   cannot   be   transferred 

among trusted users 

    Authentication accuracy is low. 

3. PROPOSED SYSTEM

Here Sensory data is extracted from the user side, 

and the accelerometer sensor is used to extract the 

sensory information of the android mobiles based on the 

motion of the mobile. The coordinates value of X,Y,Z 

axis which produce  3-dimensional  rotation axis. Using 

the android API the sensor event is triggered and the 

sensor values are extracted in F- Vector, which is similar 

to the data type to store the coordinates value and the 

values are matched by F- Vector matching to generate 

the Enhanced Sensor Data, which can be used as a OTP 

dynamically at the authentication. 

3.1 ADVANTAES 

    Secure Registration and Recovery 

    Less computation overhead. 

  The   potential   key   space   increases   with 

sensory information 

    Key space by more than 1, 000, 000. 

    Authentication accuracy of 90%. 
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  Backward-compatible with existing access 

control systems and significantly increases the 

key spaces for authentication 

 

 

 
 

Fig.1 Authentication Process 
 

 

4. STEPS INVOLVED IN 

AUTHENTICATION PROCESS 

 

The process involves the following steps: 

 

1.   Enrolment Process 

2.   Rotation Recognition 

(i)  Data Pre-Processing 

(ii) Feature Vector Extraction 

(iii)F-Vector Matching 

3.   Server Verification. 

4.   Accessing Service. 

 

 
4.1 ENROLMENT PROCESS 

 

 The aim of this process is to allow a user and a 

server to negotiate a shared secret to authenticate 

succeeding logins for this user. The user begins using 

Accelerometer sensor for the Access Control Systems 
. 

 
 

 

 
Fig.2 Data Analysis 

 

4.2 ROTATION RECOGNITION 

 

In this section, we further elaborate on the 

detailed sensor rotation recognition algorithms.  By 

comparing the sample data of accelerometer. We find 

that output of the accelerometer exhibits a more complex 

behavior. This is because gyroscope measures the 

angular velocity and tends to generate an impulse 

during one single basic rotation, which could be treated 

as a special case of the output of the accelerometer. 

Therefore in this section, we use the sensory data of 

accelerometer to illustrate the whole rotation recognition 

algorithms and discuss how to deal with the sensory 

data of gyroscope complete dynamic authentication 

process consists of a sequence of basic rotations.  In 

order to accurately identify each individual basic 

rotation from raw accelerometer data, we perform 

following three operations in the network server. 

 

4.2.1 Data Pre-Processing: 

 

The first step of rotation recognition is data pre-

processing. The main goals are to separate and filter 

each individual basic rotation from a series of raw 

accelerometer data. In order to separate the individual 

basic rotations, we first need to identify the pause 

between two consecutive rotations. During such pauses, 

the three-axis readings of an accelerometer would 

remain relatively stable and unchanged for a short period 

of time. In order to accurately. 

All data in the sliding window are then fitted by 

a first-order polynomial function. If the coefficient of 

first-order polynomial is less than a threshold (1 in our 

implementation), we consider the accelerometer remain 

stationary within the time frame of this window. 

Followed by this pause detection in the current window, 

the window would slide for a step of ts seconds, with ts 

duration of new data appended to the end of the sliding 

window while the first ts duration of sensory data are 

discarded. Empirically, we set tw = 1s and ts = 0.3s in 

our system implementation. In this way, we have 

achieved accurate separation of basic rotations in one 

complete authentication.. 

 
 

4.2.2 Feature Vector Extraction: 
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Here in Feature Vector Extraction, we extract 

the start and end sensory data, the maximal and minimal 

sensor readings and the corresponding time of these 

events within one basic rotation for a three- axis 

accelerometer.  In this  mechanism,  the feature vector 

will be used to authenticate a key or to directly generate  

a  key,  and  thus  it  needs  to  be  of  high entropy from 

an attacker’s point of view, i.e. involve a  large  amount  

of  uncertainty.  it  creates  varying sensor readings, 

because it is one of the human movement  patterns  that  

includes  the  highest frequency components. Slower 

movements will intuitively not generate as much entropy. 
 

 
 

where v =(value, time) is a vector consisting of fitted 

acceleration  value and its relative time within  one 

basic rotation. 

 

4.2.3 F-Vectors Matching: 

 
After extracting feature vectors, we then try to 

match the extracted feature vector with standard feature 

vectors in the database to recognize a specific basic 

rotation. Standard feature vectors with given n could be 

mathematically calculated and automatically generated 

since the acceleration components on three axes represent 

a   trigonometric   relationship   with acceleration of 

gravity. The accelerometer clockwise rotates π degrees, 

the acceleration components  Ax and Ay during such 

rotation can be calculated as Ax = 

Gcosθ and Ay = Gsinθ (θ ∈ [α, α+π]). Therefore, it is
 

easy  for  users  to  reset  their  keys  without  any 

modification on access cards. 

 

 
Fig.3 Rotation Recognition 

 

4.3 SERVER VERIFICATION 

 
Server can verify the authenticity of the 

registration details and then obtain with the key. Server 

also compares the source of received key. Then server 

verifies both password, the password match or not. 

 

 
Fig.4 Server Verification 

 

4.4 ACCESSING SERVICE 

 
User enter the browser and Register to server 

then server through mail on password   then user receive 

the mail and send to server .then server verify both 

password ,if correct the password open the view all detail 

,else if not match that password means you won’t allow 

the site inside. 

 

 
Fig.5 Accessing Service 

 

5. RESULTS 

 

In the accelerometer-based design, while higher 

recognition and basic rotation numbers lead to larger key 

spaces and security levels, they also cause heavier 

workload and lower authentication accuracy rates. 

Therefore, we are interested to investigate the impact of 

these two parameters on the overall system performance. 

In addition, during experiments, we notice that sensor data 

sample rate and communication quality between sensors 

and access control clients are dominant factors to affect 

the system performance. We use the amount of sensory 

data sampled in one basic rotation action to describe 

sample size.  Specifically, we assume that system users 

perform rotation actions with the same speed. Therefore, 

sample size S is denoted as the amount of samples per 90 

degrees of an individual action. Due to the constraints of 

energy and radio physical limitations on WISP nodes, in 

practical settings we can receive at most 50 samples 

per second in our prototype system. 
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Fig.6 Screen Layouts Emulator 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.7 Screen Layouts - Registration 

 

 
Fig.7 Screen Layouts - Login 

 

 
Fig.8 Screen Layouts – Acceleration 

 

 

Fig.9 Experimental results 

 

Although currently there exist several sensor- aided 

solutions to improve the security of access control 

systems, they have relatively small improved key   space   

and   operate   in   limited   environment settings. Different 

from previous approaches, in our proposed   design,   we   

ensure   that   the   dynamic authentication framework 

with sensory information combines the best of mechanical 

and electronic authentication methods which is backward 

compatible with the existing deployed RFID 

authentication systems. 

 

6. CONCLUSION 

 
 In this paper, we propose Sensory authentication 

using accelerometer sensor, Different from existing 

schemes of authentication in access control systems, which 

mainly based on static information on cards, our dynamic 

authentication method combines sensory information from 

onboard sensors and conventional static ID information. 

Two case studies of the dynamic authentication are 

proposed. 

 We theoretically analyze their highly increased key 

space, which exponentially multiplied static key space in 

existing authentication methods. To evaluate performance 

of our design, we built a prototype system and validate 

authentication mechanism experimentally. In experiments, 

the proposed authentication algorithm showed a 95% high 

accuracy rate within different users. In the simulation   
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part,   we   comprehensively   study   the impact of sensory 

data sample size and sensory data loss, which found to be 

critical factors from experiments on authentication 

algorithm. Most simulation results validate our algorithm 

effectively. 

 Growing popularity of electronically based 

authentication in proximity access control systems calls for 

a higher security level and greater ubiquity. We believe 

that authentication bound with dynamic sensory  

information  can  effectively  enhanced security level of 

access control systems and will take an important step 

towards electronically access authentication in the future. 
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